Fortalecendo a Infraestrutura:

Dicas para Switches e OLTs
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Planejamento

» Defina o seu processo: Qual o seu “produto final”?
Quais sao as suas “dores”?
* Pensar
* Esbocar/Elaborar - Rascunho
* Organizar/Ordenar/Sistematizar

e Executar

* Quais documentagOes serdo necessarias para a

sua rede, servicos/solucoes ofertados?

* Tecnologias envolvidas: GPON, Ethernet, DWDM,

Wireless?

* Indique nomes e defina fungdes
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« Padrao de nomenclaturas e simbologias S

* Alocacgao dos blocos de enderecamento IPv4 e

IPv6, VLANS e Pseudowires

* Configuracoes e uma breve descricao do seu

pro péSltO GUIA OFICIAL DE LABORATORIO

MPLS E L2VPN /

- . Mantenha atualizado
* Politicas de encaminhamento, roteamento,

Tatiane Figueiredo Criagéio da documentagdo
1l Tatiane Figueiredo Versdo de firmware e melhorias no documento

qualidade de servicos e outros

. s Tatiane Figueiredo Versao de firmware
° C l d Tatiane Figueiredo Melhorias no documento
Ontro e e I nventa rlo Tatiane Figueiredo Versao de firmware
Tatiane Figueiredo Versdo de firmware
Configuraco Tatiane Figueiredo Versao de firmware
. Tatiane Figueiredo Versdo de firmware
ogia de Treinamento Tatiane Figueiredo Versdo de firmware e melhorias no documento
1.9 Tatiane Figueiredo Adicao de nova topologia de laboratorio e
melhorias no documento
2.0 Tatiane Figueiredo Versdo de firmware, inser¢do de novas
informacdes e correcoes de grafia
www-datacom] 24 Tatiane Figueiredo Adigdo de modelo de equipamento,

configuragdo de interface tiinel para afinidade,
atualizacao de firmware e melhorias no
documento

—- 2.2 Tatiane Figueiredo Versao de firmware, endereco IP do servidor

SNTP e faixa de |Ps dos switches com DmOS
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Documentacgao nos Equipamentos

dotlq
vlan 2122
name Infra-OSPF-MPLS-SW22-SW21

interface tunnel-te 1 interface lag-1

name T1-STRICT-DmOS 22-DmOS_24

destination 24.24.24.24

path-option 1 explicit name T1-STRICT-DmOS_22-DmOS_24-VIA-DmOS_21
I

interface gigabit-ethernet 1/1/4

description CLIENTE-TEST_SET

no shutdown

negotiation

duplex full

speed 1G

advertising-abilities 10Mfull 100Mfull 1Gfull
mdix normal

mtu 16338 hostname DmOS-22

interface ten-gigabit-ethernet 1/1/1
description LAG-1_SW22_SW21

no shutdown

no negotiation

duplex full

speed 160G

mdix normal

mtu 16338

link-aggregation
interface lag 1
description LAG-1_SW22-SW21
mode passive
interface ten-gigabit-ethernet-1/1/1
!

interface ten-gigabit-ethernet-1/1/2

mpls 12vpn
logging pw-status
vpws-group EAD-VPWS
vpn 5
neighbor 23.23.23.23
pw-type vlan
pw-id 5
I
access-interface gigabit-ethernet-1/1/5
dotlq 30
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Que equipamento é esse?

B SuperPuTTY - 172.50.0.211

View Tools  Help

Bf| Protocol 55H ~ Heost 172.50.0.211 Legin Password Session - & X
B Commands - © 3% &2f |G

A 172.50.0.211

B SuperPuTTY - 172.50.0.211
File  View Tools Help

5| Protocol  S5H - Host 172.50.0.211 Legin Password Session I:B"’} 4

B Commands - @ 3% &f |CF

172500211 |
DM4170# ssh admin@l172.50.0.212

The authenticity of host '172.50.0.212 (172.50.0.212)' can't be established.
ED25519 key fingerprint is SHA256:00EL68XEE7Rmup+/R1I3nl1xRnTQzr5GtoZi5zave85sw.
This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
(admin@l172.50.0.212) Password:

Welcome to the DmOS CLI

User admin last logged in 2025-05-13T09:02:45.150683+00:00, to DM4170, from 172.50.0.250 using netconf-ssh
admin connected from 172.50.0.211 using ssh on DM4170




Atualizacao de Firmware

Release notes - Novas funcionalidades,

Programe atualizacdes periddicas

SW-ACC-IIR_C42_101#show uptime
Systema uptime: 3914 d, 21 h, 10 min, © s
Estimated startup tim: Mon Oct 8 18:22:01 2012

SW-ACC-IIR_C42_101#show system

Product

DmSwitch3224F2
Systema capabilities: Bridge
OID: 1.3.6.1.4.1.3709.1.2.17

melhorias,

interoperabilidades e itens importantes no olhar do fabricante

DATACOM

corre¢Oes, vulnerabilidades, problemas identificados,

Firmware

Ultimo

Homologado

Aquisicao



Telnet x SSH

Ma, ‘T\me |Suurce
Ea FET L L. o

TIT

|Destinatmn
5 IO, UL LU,
2045 47,497265010. 0.106.21

‘Protoo ) |Length ‘Infu
TECWET TT TETET DETE

172.24.2.21 TELMET 55 Telnet Data ..
2046 47.4990110172. 24, 2.21 10.0.106.21 TELNET 680 Telnet Data ...
2052 47.607270010.0.106.21 172.24.2.21 TELNET 55 Telnet Data ...
2053 476000080 172,24,2.21 10, 0,106, 21 TELMET &0 Telnet Data ... =1,
2059 47, 7916880 10.0.106.21 172.24.2.21 TELNET 55 Telnet Data ...
2060 47, 7OATE50172.24.2.21 10.0.106.21 TELNET 60 Telnet Dpata ...
2069 48, 003760010, 0,106, 21 172.24.2.21 TELMET 55 Telnet Data ...
2072 48.0075760172.24.2.21 10.0.106. 21 TELNET 60 Telnet Data ...
2078 48.3306600 10, 0,106, 21 172.24.2.21 TELMET 56 Telnet Data ...
2079 48.3429570172.24.2.21 10.0.106.21 TELNET 60 Telnet Data ...
2088 48.5524180172.24.2.21 10.0.106.21 TELNET 9l Telnet Data ... j
| |
Frame 2088: 91 bytes on wire (728 bits), 91 bytes captured (728 bits) on Tnterface 0
Ethernet II, Src: TeracomT_67:le:dl (00:04:df:67:1e:dl), Dst: Dell_fa:az:7d fad:1f:72:fa:a3:7d)
Internet Protocol version 4, src: 172.24.2.21 (172.24.2.21), Dst: 10.0.106.21 (10.0.106.21)
® Transmission Control Protocol, Src Port: 23 (23), Dst Port: 61793 (617930, Seq: 240, Ack: 77, Len: 37
E Telnet
pata: Commit complete.ryn 172.24‘2.21-PuTI'Y =] ﬂ

Data: SWITCH-21(config)#

0000 a4 1T 72 Ta a3 7d 00 04 of
0010 00 4d 34 81 40 00 39 06 ea
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Mo, ‘Time

1910 30,3805300172.24.2.21

|Suurce |De5tinatiuﬂ
ToewT Tre e

10.0.106.21 S5HYZ

|Pmtucl ] |Length ‘Infu -

ETTCT T e R T

118 server: Encrypted packet (len=64) 1

1917 30.597005010.0.106. 21 172.24.2.21 SSHW 2 118 Client: Encrypted packet (len=64)
1918 30.6007120172.24.2.21 10.0.106.21 SSHYZ 118 server: Encrypted packet (len=a4)
1926 30, 838808010.0.106.21 172.24.2.21 SSHY 2 118 client: Encrypted packet (len=64)
1927 30.8410840172.24.2.21 10.0.106.21 SSHYZ 118 server: encrypted packet (len=64)
1933 31.0267%0010.0.106.21 172.24.2.21 SSHVZ 118 Client: Encrypted packet (len=a4)
1934 31, 0286870172.24.2.21 10.0.106,21 SSHV2 118 server: Encrypted packet (len=64)
1935 31.0523580172.24,2.21 10.0.106.21 SSHY 2 118 server: Encrypted packet (len=64) A:J
| |

® Frame 1%35: 118 bytes on wire (944 bits), 118 bytes captured (%44 bits) on interface 0
Ethernet II, src: TeracomT_G7:le:dl (00:04:df:67:1e:dl), Dst: pell_fa:a3:7d (ad:1f:72:fa:a3:7d)
B Internet Protocol version 4, Src: 172.24.2.21 €172.24.2.21), Dst: 10.0.106.21 (10.0.106.21)
B Transmission cControl Protocol, Sr< Port: 22 (22), Dst Port: 618389 (61889), Seq: 4046, ack: 2877, Len: &4
source Port: 22 (220
Destination Port: 61889 (51389)
[stream index: 2]
[TcP segment Len: 64]
Sequence number: 4045 {relative sequence number)
[Mext sequence number: 4110 (relative sequence number)]
Acknowledgment number: 2877 (relative ack number)
Header Length: 20 bytes
E .... DDDO OO0l 1000 = Flags: Ox018 €PSH, ACK)
window size value: 136
[Calculated window size: 34816]
[window size scaling factor: 256]
® Checksum: Oxdd431l [validation disabled]
urgent pointer: 0
E [SEQ Ak analysis]
E 55H Protocol
B 535H version 2 (encryption:aes2f6-ctr mac:hmac-shaz-25% compressior
Packet Length Cencrypted): 0393e36d
Encrypted Packet: 78527e330623afcOezffefloadcccazbcdd920a30dhel
MAC: hBeeb6hi3799f48640330060a036dfe548hea2cb9ee02%7e. ..

0020 6a 15 00 17 1 &1 77 07 aa e5 0d 29 d5 3e 50 18 Jeoecaw. o )umP.
0030 00 73 22 3a 00 00 43 &f ed &d &5 74 20 63 &f ad .5, Co mmit com
0040 FO 6C 65 74 65 2e O0d 0a 53 57 49 54 43 43 2d 32 plete... SWITCH-2

0050 31 28 63 &6f 6e 66 69 67 29 23 20 1(config #

[ i £




Credenciais de Acesso

Alterar as credenciais originais antes de adicionar o
equipamento a rede

Usuarios com acesso individual, exclusivo e de acordo
com o seu perfil - privilégios minimos

Implementar servidores AAA como RADIUS e TACACS
Utilizar senhas que atendam a requisitos como
quantidade de caracteres, letras mailsculas,
minUsculas, nGmeros e caracteres especiais

ATOS 77 e 2436 da Anatel

25/05/2020 16:46:

app[4279] : User
failed. Protocol

25/05/2020 16:46:

app[4283] : User
Protocol ssh

25/05/2020 16:47:

app[4304] : User
Protocol ssh

25/05/2020 16:48:

app[4972] : User
failed. Protocol

25/05/2020 16:48:

app[4970] : User
failed. Protocol

DATACOM

24.875 : <Warn> %AAA-CONNECTION_FAILED : pam-
[operator]: Connection from host 83.212.127.42
ssh

32.839 : <Warn> %AAA-CONNECTION_FAILED : pam-
[user]: Connection from host 118.27.14.123 failed.

39.219 : <Warn> %AAA-CONNECTION_FAILED : pam-
[eve]: Connection from host 45.156.186.188 failed.

48.511 :

<Warn> %AAA-CONNECTION_FAILED : pam-
[chocolat]: Connection from host 167.71.89.108
ssh

49.349 : <Warn> %AAA-CONNECTION_FAILED : pam-
[openfiler]: Connection from host 103.92.24.240
ssh

Em nenhuma circunstancia um equipamento deve permanecer com as credenciais originais de fabrica!!
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administrator http

user manager guest

shell
demo test support
network default
mysqgl
service oracle

ftp sql

root verer - gperator

k
baiﬁfoup config  webadmin
superuser monitor
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Geréencia de Usuarios via AAA

Authentication | Autenticagao - Verifica e confirma a identidade do usuario

user = treinamentol {
pap = cleartext “suporte”
login = cleartext “suporte”

Quem é o usuario? enable = cleartext “suporte”
name = “Treinamento DATACOM”

member = admin

Authorization | Autorizacdao - Define os privilégios e restricdes do usuario, ou seja, permite a execu¢do ou nao, de uma

operagéo no equipamento
group = admin {
default service = permite
service = exec {

O que pode fazer? } priv-levl

cmd = config {
permit .*

Accounting | Contabilizacao (Auditoria) - Coleta informacles sobre o comportamento dos usudrios e de que forma

consomem 0s recursos da rede
Nov 11 17:19:53 172.24.2.70 tati mgmt
172.31.208.93  stop task_id=7901 timezone=UTC-3

O que, onde e quando fez? service=shell  stop_time=947122509 cmd=CLI
"interface gigabit-ethernet-1/1/1"' <cr> 10




Restricao de Acesso

 Definir quais redes/enderecos IPs serdo confiaveis e que acessardo os equipamentos

* Implementar listas de controle de acesso - SSH, SNMP, HTTP/HTTPS, SNTP/NTP, TFTP e outros
* Alterar portas padrao de servico de acesso

» Bloquear de portas padrdes e/ou nao utilizadas

» Limitar quantidade de acessos simultaneos

* Permitir apenas protocolos configurados na sua estrutura

* Nao utilize protocolo inseguros - Telnet e HTTP

» Servigos/protocolos/interfaces nao utilizados devem ser desabilitados

* Restricao fisica de acesso aos equipamentos

* VLAN exclusiva para gerencia (L2) ou loopback (L3)

* Repensar a necessidade de IPs publicos em switches e OLTs

DATACOM
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Banner Login

Aviso de acesso restrito a wusuarios e de
monitoramento do equipamento
Auxiliar na identificagao do dispositivo e localidade

Reforco das politicas de seguranca
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sw@3-racke3 login:

HEHHHHAH A
## ##
## ##
## ##
## ##
## ##
## ##
## ##
HHHHHHAHHHHAHHH A

Only authorized personnel are allowed to access this piece of equipament.
Other are urged to log off IMMEDIATELY.

Somente pessoal autorizado pode acessar este equipamento.
Outros, por favor, desconectar IMEDIATAMENTE.
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LOGS

* Mantenha a data e hora atualizados - NTP.BR

* Registre agoes/comandos, tentativas de acesso

b I n S i ra d ife re n teS n ive i S d e C ri t i C i d a d e/Seve ri d a d e Z:Zg:ssuz SW-21 1-1: <Info> %ROUTER-RSYP_TUNNEL STATE : Router[5132] : RSVP tunnel status change - Tunnel 2, Instance 2, Local TE router-id 23.23,23.23, Destination 2121.21.2], Stetus DOWN

Apr 23 16:54:42 SW-21 1 1-1 : <Info> %ROUTER-RSVP_TUNNEL STATE : Router[5132]: RSVP tunnel status change - Tunnel 2, Instance 1, Local TE router-id 23.23.23.23, Destination 21.21.21.21, Status UP
Apr 23 16:54:28 SW-21 : 1-1 : <Info> %ROUTER-BFD_SESSION_STATE : Router[5132] : BFD Session local IP 10.21.22.0 remote IP 10.21.22.1 output if 3-vlan 2122 changed state to UP

Apr 23 16:5427 SW-21+ 1-1: <Info> %
. Apr 23 16:54:27 SW-21 5 1-1; <Info> %ROUTER-OSPF_ADJACENCY STATE; Router(5132] : Neighbor 22.22.22.22 (output if 3-vlan 2122, remote if address 10.21.22.1) changed state from EXSTART to EXCHANGE
) Te n h a u m Se rVI d O r exte rn O - Sys l O g Apr 23 16:54:27 SW-21 : 1-1: <Info> %ROUTER-OSPFV3_ADJACENCY_STATE : Router[5132] : Neighbor 22.22.22.22 (output if 13-vlan 2122, remote if address FEB0::204: DFFF:FESE:2699) changed state from LOADI|
Apr 23 16:54:27 SW-21 : 1-1 : <Info> %ROUTER-OSPFV3_ADIACENCY STATE : Router[5132]: Neighbor 22.22.22.2 (output if 3-vian 2122, remote if addlress FER0: 204 DFFF:FESE:2699) changed state from EXCHA
Apr 23 16:54:27 SW-21 : 1-1 : <Info> %ROUTER-OSPF_ADJACENCY_STATE : Router(5132] : Neighbor 2222.22.22 (outputif B-vlan 2122, remote if address 10.21.22.1) changed state from 2WAY to EXSTART (eveny
Apr 23 16:54:27 SW-21 : 1-1 : <Info> %ROUTER-OSPF_ADJACENCY_STATE : Router(5132] : Neighbor 2222.22.22 (outputif 3-vlan 2122, remote if address 10.21.22.1) changed state from INIT to 2WAY (event 3)
Apr 23 16:5427 SW-21 1 1-1 s <Info> %ROUTER-OSPF_ADJACENCY_STATE ; Router(5132] : Neighbor 2222.22.22 (outputif 3-vlan 2122, remote if address 10.21.22.1) changed state from DOWN to INIT (event 0)
Apr 23 165427 SW-21 5 1-1 s <Info> %ROUTER-OSPFV3 ADIACENCY STATE ; Router[5132]: Neighbor 22.22.22.22 (output if 3-vlan 2122, remote if address FEG0204 DFFFFESE:2629) changed state from EXSTA|
Apr 23 16:54:27 SW-21 : 1-1 : <Info> %ROUTER-OSPFV3_ADIACENCY STATE : Router[5132] : Neighbor 22.22.22.2 (output if 3-vien 2122, remote if addlress FER0: 204 DFFF:FESE:2699) changed state from 2WAY
Apr 23 16:54:27 SW-21 : 1-1 : <Info> %ROUTER-OSPFU3_ADIACENCY STATE : Router[5132]: Neighbor 22.22.2222 (output if 3-vian 2122, remate if adclress FER0:204:DFFF:FESE:2609) changed state from INIT tol
Apr 23 16:54:27 SW-21 ¢ 04:DFFFFESE:2600) changed state from DOWI
Apr 23 16:5415 SW-21
Apr 23 16:5415 SW-21

* Guarde os registros de forma segura - Processos

Apr 23 16:5415 SW-21 : 1-1 : <Warn> %NOTIFICATION-ALARM_SEVERITY_CHANGED : notificationd[4653] : Alarm EFM_FAILURE has changed severity from MAIOR to CLEARED on source ten-gigabit-ethernet-
. . . . . . . Apr 23 16:54:15 SW-21 <Info> %LIM_L2-INTERFACE_UNBLOCK : lim-12-mgr{4545] : Protocol EFM unblocked interface ten-gigabit-ethemet-1/1/2.
wam  Apr23 16:5415 SW-21 <Warn> %NOTIFICATION-ALARM_SEVERITY_CHANGED : notificationd[4653] : Alarm EFM_FAILURE has changed severity from MAJOR to CLEARED on source ten-gigabit-ethemet-|

udiciais e mandatos policiais T R e
Apr23 165401 17224221 localDinfo  Apr 23 16:53557 SW-21: 1-1: <Info> %6TCV-TCV_STATUS_CHANGED : tevd[4232] ; Transceiver status changed at interface ten-gigabit-ethemet-171/2,
Apr2316:3401 17224221 locallinfe  Apr23 16:53:57 SW-21: 1-1: <Info> %TCV-TCV_STATUS_CHANGED : tcvd[4232] : Transceiver status changed at interface ten-gigabit-ethemet-1/1/1.
Apr23165400 17224221 locallwam  Apr 23 16:53:56 SW-21: 1-1: <Warn> %NOTIFICATION-ALARM_SEVERITY_CHANGED : notificationd[4853] : Alarm EFM_FAILURE has changed severity from CLEARED to MAIOR on source ten-gigabit-ethemet-|
Apr23165400 17224221 locallwam  Apr 23 16:53:56 SW-21: 1-1: <Warn> %NOTIFICATION-ALARM_SEVERITY_CHANGED : notificationd[4653] : Alarm EFM_FAILURE has changed severity from CLEARED to MAIOR on source ten-gigabit-ethemet-|
Apr231G5400 17224221 localDinfo  Apr 23 16:53:56 SW-21: 1-1: <Info> %LIM_L2-INTERFACE_BLOCK: lim-I2-mgr[4546] : Protocol EFM blocked interface ten-gigabit-ethernet-1/1/2.
Apr2316:5400 17224221 localDinfo  Apr 23 16:53:56 SW-21 : 1-1: <Info> %LIM_L2-INTERFACE_BLOCK : lim-I2-mgr[4546] : Protocol EFM blocked interface ten-gigabit-gthernet-1/1/1
Apr23 165400 17224221 localDinfo  Apr 23 16:5355 SW-21: 1-1: <Info> %ROUTER-RSVP_TUNNEL STATE ; Router[5132]: RSVP tunnel status change - Tunnel 2, Instance 2, Local TE router-id 23.23.23.23, Destination 2121.21.21, Status UP
Apr2316:54:00 172.24.2.21 lecall.info Apr 23 16:53:55 SW-21: 1-1: <Info> %ROUTER-RSVP_TUNNEL _STATE : Router{5132]: RSVP tunnel status change - Tunnel 2, Instance 1, Local TE router-id 23.23.23.23, Destination 21.21.21.21, Status DOWN
17224221 locallinfo  Apr 23 16:53:55 SW-21 : 1-1: <Info> %ROUTER-OSPF_ADJACENCY_STATE: Router[5132] : Neighbor 22.22.22.22 {output if 3-vlan 2122, remote if address 10.21.22.1) changed state from FULL to DOWN (event 1.
Apr2316:54:00 172.24.2.21 local.info Apr 23 16:53:55 SW-21 <Info> %ROUTER-OSPFV3_ADJACENCY_STATE : Router[5122]: Neighbor 22.22.22.22 (output if 13-vlan 2122, remote if address FE! '04: DFFF:FESE:2699) changed state from FULL te
0 17224221 localOwamn  Apr 23 16:53:55 SW-21: 1-1: <Wamn> %ETHL1-STATUS_DOWN : ethlportmar[4350] : Interface ten-gigabit-cthemet-1/1/2 changed state to down (Admin state: up)
Apr2316:34:00 172.24.2.21 locall.war Apr 23 16:53:55 SW-21
Apr2316:33:27 172.24.2.21 local0.info Apr 23 16:53:23 SW-21
Apr2316:5327 172.24.2.21 locall.info Apr 23 16:53:22 SW-21:

-1
-1
-1
-1: <Infor STCV-TCV_STATUS_CHANGED : tevel[4232] : Transceiver status changed at interface ten-gigabit-ethemet-1/1/1
-1
-1
-1

i <Info> %ROUTER-L2VPN_ADJACENCY_STATE : Router[5132] : Virtual circuit status change - Neighbor 23.23.23.23, Pw-ID 4094, Status UP
Apr231653:02 17224221 locallinfo  Apr23 16:52:58 SW-21 <Info> %CFG_MGMT-COMMIT_PERFORMED : config-management-app[4602] : Commit performed by tatiane from [P 172.31.204.108 using cli
Apr23165216 17224221 locallinfo  Apr23 16:52:11 SW-21 <Info> %CFG_MGMT-COMMIT_PERFORMED : config- management-app[4602] : Commit performed by tatiane from [P 172.31.204.108 using cli

Apr23 165216 17224221 locallinfo  Apr23 16:52:11 SW-21: 1-1: <Info> %ROUTER-L2VPN_ADIACENCY_STATE : Router(5132] : Virtual circuit status change - Neighbor 22.23.23.23, Pui-ID 4094, Status UP

17224221 localbinfo  Apr 23 16:51:53 SW-21 : 1-1 : <Info> %CFG MGMT-COMMIT_PERFORMED : config-management-app[4602] : Commit performed by tatizne from IP 172.31.204.109 using cli

17224221 localDinfo  Apr 23 16:51:16 SW-21 1 1-1 : <Info> %AAA-USER_SESSION_START : asa-app[4397] : User [tatiane]: New session ID 8528 from IP 172.31.204.109, protocol ssh. User assigned to groups: adrmin.
Apr23 165119 17224221 locallinfo  Apr23 16:51:15 SW-214 1-1: <Info> %AAA-AUTHENTICATION_SUCCESS : pam-appl6121] : User [tatiane]: User authenticated by Local database,

Apr 23165047 17224221 locallinfo  Apr 23 16:5043 SW-21: 1-1: <Info> %AAA-USER SESSION_STOP : 2aa-2pp[4327]: User [admin’: Closed session ID 2527,

Apr2316:50:42 17224221 locallinfo  Apr 23 16:50:38 SW-21: 1-1: <Info> SAAA-USER_SESSION_START : aca-app|4397] : User [admin]: New session ID 8527 from [P 172.31.204.108, protocol ssh. User assigned to groups: admin.
Apr2316:50:42 17224221 locallinfo  Apr23 16:50:37 SW-21 : 1-1: <Info> S%AAA-AUTHENTICATION_SUCCESS : pam-appl6104] : User [admin]: User authenticated by Local database
Apr2316:50:27 17224221 locallinfo  Apr 23 16:30:22 SW-21: 1-1: <Info> %CFG_MGMT-COMMIT_PERFORMED : config-management-2appl4602] : Commit performed by admin from IP 172.31.204.109 using cl

-1
-1
-1
-1 <Infor %6CFG_MGMT-COMMIT_PERFORMED : config-management-appl4602] : Commit performed by tatiane from IP 172.31.204.109 using cl
-1
-1
-1




Monitoramento por SNMP

« Defina comunidades especificas

* Prefirao SNMPv3

* Retire a comunidade Public

» Especifique quais enderecos IPs poderao realizar coletas
 Cuide com o intervalo de monitoramento para nao

sobrecarregar a CPU do seu equipamento

DATACOM

Descricao

Versao

SNMPv1 Versao original do SNMP, strings das comunidades enviadas em
texto simples com seguranca fraca
SNMPv2 A versdo v2c € a versao mais usada e melhorou o tratamento do
protocolo em relagdo a versdo v1. A seguranca ainda é um problema
porque utiliza strings de comunidade em texto simples
SNMPv3 Versao mais recente do SNMP, suportando seguranca e autenticagdo

SHA e MD5 completas.

GET
‘ Gostaria de obter
as informagdes de
poténcia de um
médulo Ethernet
Agente:
Switch

Gerente:
Software de Monitoramento

Objetos ® e SET

gerenciaveis L J SNMPv2- >
— SMI::enterprises.3
709.3.6.8.2.1.1.26

¥ 8190209.1=
Banco de dados que contém e
pardmetros, status e diversas
informacgées do dispositivo
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Monitoramento por sFIOW: Analise de Trafego

ICMP:

[[* Inbound Traffic
-

Traffic Analysis for Protocols
Wicr

104,00 Mb

16,06 Mb
2,48 Mb
038 Mb
.05 Mh

Protocol Total Traffic Total Packets  Traffic Percentage
ICMP 196,61 Mb 16384 100%

[[# outbound Traffic

-

Traffic Analysis for Protocols

[ =23

104,00 Mb
16,06 Mb
2,48 Mb
0,38 Mb
0,06 Mb
0.01 Mb
0.00 Mb
0,00 Mb
0,00 Mb
0.00 Mb

0,00 Mb
+ =

03:39:14

Protocol Total Traffic Total Packets  Traffic Percentage

ICMP 98,30 Mb 8192 100%

Protocolos:

|# Outbound Traffic

Traffic Analysis for Applications =
[HoF pasmer [EFD Contol Froacol (3784/UDF)

12800,0 Kb

2436,7 b

483, Kb

88,3 kb
e

application| Protorol | Total Traffic| Total Packets |
LOP (646) TCP 11468,8Kb 20480
BFD Cortrol DR 8519,7Kb 2040

Traffic Percentage
57%
43%

Trafego de uma Interface:

|4 mbound Traffic
-

Traffic Analysis for Endpoints

M.00s W.003 o008 0004

W.002

505,16 Mb
53,16 Mb
539 Mb
0,59 Mb
0,06 Mb
0,04 Mb
0,00 Mb
0,00 Mb
0,00 Mb

1P Address

Hostname  Total Traffic Total Packets  Traffic Percentage

10.0.0.6 20945423 173965312 33%
10.0.03 2090350,5 173617152 33%
10.0.0.8 695501,29 57765888 1%
10.0.0.4 695501,29 57765888 1%

10.0.02 57696256

694662,82

1%

Trafego UDP:

I Inbound Traffic

Traffic Analysis for Protocols
[Wuce

450,0 KB
355.5 KB
280,8 KB
2219 KB

1753 kB
138,5 KB
109.4 KB

Total Traffic Total Packets  Traffic Percentage  Protocol
852,0 KB 16384 100% UDP
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Dicas por Camadas Hierarquicas
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IX.BR Operadora

Operadora

SWAP

Distribuicao | Core
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Acesso: Conexao para os Usuarios Finais

L2 e GPON

* Segmentacdo do trafego em VLANs e cuidado com a VLAN default!
* Controle de tempestade de pacotes - Storm Control

» Controle de banda - VLAN ou Interface

* Aplicagdes de QoS - Prioridades/Marcacoes

* Controle de MACs

» Controle e/ou troca de portas padroes

« OAM EFM - |EEE 802.3ah (mundo Ethernet)

* LLDP - use com moderagao

GPON
» Geréncia separada para as ONUs e com IP privado - RFC 1918 + ACL
* Controle de banda de upstream - Nao deixar a OLT em bridge

* Option 82 - DHCP/IPoE

DATACOM
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Distribuicao | Core

Redes L2

Protocolos de protecdo de loop - xSTP, EAPS, ERPS para prover redundancia
Segmentacado do trafego em VLANs + QinQ + Tunelamento de protocolos de Camada 2
Retirar a VLAN default (ID 1)

Agregacoes e backups de links

Balanceamento de trafego

OAM EFM e Link-Flap

LLDP - use com moderacao

DATACOM



Distribuicao | Core

Redes MPLS

Caminhos de redundancia

Agregacoes de links

Roteamento dinamico + Autenticacao MD5
BFD

LDP e/ou RSVP-TE

L2VPN + Autenticagao MD5

Segmentacao por VPNs

Balanceamento de trafego - FAT

Limitacao do aprendizado de MAC

OAM EFM e Link-Flap

LLDP - use com moderacao

DATACOM
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Backup

* Criar uma rotina de backup das configuracoes de todos os equipamentos
* Armazene emum local “seguro”

* Execugao manual, por script ou plataforma de NMS

* Mantenha o backup atualizado

* Teste o backup regularmente

DATACOM
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Comece hoje;)

N e P e

10.

11.
12.
13.

Mantenha os equipamentos atualizados e com uma rotina de backup

Ma configuragdo ou a realizada sem conhecimento podem gerar problemas - Pode parar uma rede!

Utilize SSH ao invés de Telnet e desabilite-o

Crie usuarios distintos e com privilégios minimos conforme a funcdo. Sempre que possivel, utilize RADIUS ou TACACS
Altere o usuario default!

Desative servicos/protocolos nao utilizados

O SNMPv3 tem o proposito de seguranca, ndo esqueca de retirar a comunidade “Public”

Assegure que os equipamentos estao gerando LOGs que facilitem o monitoramento e a identificacao de tentativas de
ataque e acesso indevido

Bloqueie portas que sao utilizadas para ataque

Portas ou VLANs destinadas para geréncia deverdo ser acessadas somente internamente ou por enderecos confiaveis.
Evite o uso de IPs publicos

Utilize rate-limit e ACLs nos equipamentos
Controle a tempestades de pacotes (storm-control)

Adote IPv6 22



Tatiane de Figueiredo

tatiane.figueiredo@datacom.com.br

@) @tati.fig.telecom
@) @datacomteracom

DATACOM

www.datacom.com.br

DATACOM

https://ead.datacom.com.br
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